ABSTRACT In recent years, with the rapid development of the network communication, information security issues have become increasingly prominent. As an important carrier of information, image plays an important role in the transmission process. Therefore, lots of image encryption algorithms have been proposed. However, these algorithms are not designed in accordance with the unified security standards and requirements, so there may be a lot of security risks, and what is the worst thing is that some encryption algorithms may be cracked in an acceptable time complexity by some cryptographic analysis. This paper focuses on one of the most influential algorithm proposed by Zhang, which improved Zhu's algorithm. The non-fixed parameter and diffusion-permutation strategy are adopted by Zhang, but there are still problems that cannot resist chosen-plaintext attack and the key space is not enough to resist brute-force attack. We use chosen-plaintext attack to crack Zhang algorithm, and then propose a further improved scheme.
I. INTRODUCTION
In the traditional cryptography research, an image is not considered separately as a special plaintext form. For example, Data encryption standard (DES) and Advanced encryption standard (AES) treat all input plaintext as a binary stream for encryption. The advantage of this strategy is the transparency of encryption. It does not need to consider the specific form of plaintext information, whether it is text or image or video, it is unified as a bit stream. However, due to some inherent characteristics of an image, such as the large data volume, two-dimensional spatial distribution of pixel, multiple data redundancy and high correlation between adjacent pixels, if such algorithms as DES and AES are used at this time, the encryption performance may not meet the requirements of security or encryption efficiency. Specifically, the twodimensional spatial distribution of the image and the high correlation between adjacent pixels make it possible to reveal almost distribution information about the plain image in the ciphertext if the traditional encryption method is adopted.
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When an image is transmitted over the channel, certain information loss is inevitably caused by noise or network environment. Here, we do not consider the error-correcting, error-checking or retransmission strategies of information transmitted over the network, but only analyze the robustness of encryption algorithm. Once the encrypted ciphertext of the traditional encryption algorithm encounters the loss of pixel block, the lost piece of information will not be recognized, and if the piece contains the important information of the image, then the image obviously becomes invalid.
Therefore, traditional encryption algorithms are not very suitable for image encryption, and a new image encryption scheme based on the diffusion and permutation strategy have been proposed. Among them, the image encryption based on the chaotic system is an important branch. Chaotic systems are characterized by unpredictability, pseudo-randomness, sensitivity to initial values etc., which are exactly suitable for designing encryption schemes. In recent years, a large number of image encryption schemes based on chaotic systems have been proposed [1] - [8] . As shown in Fig. 1 , chaotic systems are commonly used as key sequence generators in these algorithms. The initial key is bring into the FIGURE 1. Image encryption structure based on chaotic system. chaotic system, and then the chaotic system iteratively generates the key streams serving for permutation and diffusion. Finally, the specific permutation and diffusion schemes are implemented by these key streams.
However, there is currently no unified standard to measure the advantages and disadvantages of an image encryption algorithm, so many algorithms are not reasonable in design or have some security problems, and even some image encryption algorithms have been cracked [9] - [17] . For example, Ercan and Çahit [9] and Chen et al. [10] used the chosen-plaintext attack and broke the encryption algorithms proposed by [18] and [19] , respectively. Zhang and Xiao [11] performed a cryptanalysis on the performance of S-box-only image ciphers against chosenplaintext attack. Zhu and Sun [15] re-evaluates the security of the encryption algorithm proposed in [20] , and discovers the following security problems. Li et al. [12] developed the ciphertext-only attack, known-plaintext attack and chosenplaintext attack on the Ye's scheme [21] . Li et al. [13] developed known-plaintext attack on the Zhu's scheme [22] . Wang et al. [14] cracked Huang's algorithm [23] by using chosen-plaintext attack. Hoang and Thanh [16] found the flaws in the cryptosystem proposed by Zhang et al. [1] , and improve it. Li et al. [17] evaluates the security presented by Mannai et al. [2] and found that the secret sequences, which are equivalent to the keys, can be computed through chosenplaintext attack.
In particular, Zhang analyzed [24] the defects of Zhu et al. [3] algorithm, that is, the first pixel in the permutation and diffusion process is unchanged and the security of Arnold permutation is low. Then, he cracked the algorithm by chosen-plaintext attack and gave the improved algorithm. However, when analyzing Zhang's improved algorithm, it is found that there are still some problems that cannot resist the chosen-plaintext attack and the secret key space is insufficient. Therefore, based on the analysis of the Zhang's algorithm, this paper adopts the chosen-plaintext attack to crack it, and then gives a further improved encryption scheme. Moreover, through statistical analysis, robustness analysis, anti-chosen-plaintext attack analysis and anti-brute-force analysis, the feasibility and security of the improved scheme are verified.
The remainder of this paper is divided into five sections. Section II introduces attack pattern and original Zhu's algorithm. Section III further analyzed Zhang's algorithm and crack it, while Section IV provided the improved algorithm. Section V showed the performance of the improved algorithm with two rounds of encryption. Finally, Section VI provides a summary and concludes the paper.
II. DESCRIPTION OF ATTACK PATTERNS AND ORIGINAL ZHU'S ALGORITHM

A. ATTACK PATTERNS
Generally, the cracking of an encryption algorithm is mainly based on the Kerckhoffs principle. Kerckhoffs principle is described as follows: all algorithms must be public and the key is secret. Based on this principle, four types of attack patterns are proposed, including ciphtext-only attack, known-plaintext attack, chosen-plaintext attack, and chosenciphertext attack. These four attacks are based on the amount of effective information an attacker grasp.
a: CIPHTEXT-ONLY ATTACK
The attacker only knows the ciphertext information and knows nothing about the corresponding plaintext. Therefore, he can only analyze the features of a large number of ciphertexts to get the secret key.
b: KNOWN-PLAINTEXT ATTACK
The attacker passively grasps a part of the ciphertext and its corresponding plaintext information, and tries to find the secret key or the equivalent key by analyzing the correspondence between the ciphertext and the plaintext.
c: CHOSEN-PLAINTEXT ATTACK
The attacker can get the plaintext and its corresponding ciphertext as needed. In other words, the attacker has been VOLUME 7, 2019 able to construct the corresponding ciphertext based on the plaintext.
d: CHOSEN-CIPHERTEXT ATTACK
The attacker has been able to construct its corresponding plaintext based on the ciphertext. The ciphertext has less effective information than the plaintext, the regularity is weaker, and it is more difficult to construct the plaintext. Moreover, when using the chosen-ciphertext attack, to some extent, the attacker has mastered the equivalent key.
B. DESCRIPTION OF ZHU'S ALGORITHM AND ANALYSIS OF ZHANG
The Zhu's algorithm [3] is mainly divided into two stages of permutation and diffusion. The two phases are independent of each other and are executed in order.
The permutation is mainly based on the Arnold matrix, p, q is the parameter of Arnold matrix, x, y is the pixel position of the original image, and x', y' is the pixel position after the Arnold permutation. The plain images are divided into 5 groups according to the bit contribution, and the dividing method is mentioned in the Ref. [3] . Then, for the five groups of images, the Arnold permutation of different rounds is performed, and finally the five groups of images are combined to the permuted image.
Diffusion is mainly based on Eq. (1). Pp is the image after the permutation, Cp is the diffused ciphered image. cs is the diffusion interference term, which is generated by each iteration of Logistic map.
The biggest advantage of Zhu's algorithm is its good encryption efficiency. No matter the permutation or the diffusion, there is no cumbersome operation, which will saves time. Then its shortcomings are also obvious. According to Zhang's research [24] , Zhu's algorithm mainly exists the following shortcomings.
1. The pixel (0, 0) does not change with the Arnold permutation at the bit level. 2. The bit-level permutation is completely dependent on the Arnold permutation, and the anti-differential attack capability is poor. 3. In the diffusion formula, α is taken as a fixed value and does not have concealment. The concealment of diffusion depends only on the interference term, which is low in security and difficult to resist differential attacks. In response to these shortcomings, Zhang crack Zhu's algorithm by differential attack. Later, in response to the shortcomings of Zhu, Zhang proposed the following changes:
1. Each group is performed by horizontal flipping, vertical flipping, and diagonal flipping, so that the position of the (0, 0)-pixel changes, and the permutation effect can be further enhanced. Of course, the flipping permutation does not have concealment, that is, it does not depend on the key. 2. The Zhu's algorithm is first permutation and then diffusion. The improvement of Zhang is first diffusion and then permutation to achieve the purpose of permutation depending on plaintext pixels, so as to resist differential attacks. 3. α takes a non-fixed value, making the item also concealed. Specifically, the Zhang's algorithm can be described as the following steps:
Step 1: The plain image is diffused according to diffusion formula Eq. (1). α takes a non-fixed value between [3.96, 4] , and the initial value of the diffusion is generated by the secret key.
Step 2: The diffused images are divided into 5 groups according to the bit contribution.
Step 3: The five groups of images are flipped in different ways.
Step 4: The flipped five groups of images were permuted using the Arnold matrix.
Step 5: Combine the permuted 5 groups of images into a ciphered image.
III. FURTHER ANALYSIS AND CRACKING OF THE ZHANG'S ALGORITHM A. ANALYSIS OF THE ZHANG'S ALGORITHM
From the description of the Zhang's algorithm in Section IIA, it can be found that there are several security vulnerabilities in the improved Zhang's algorithm of the Zhu's algorithm.
1. The Zhang's algorithm adopts the method of first diffusion and then permutation to achieve the purpose of enhancing the concealment of permutation. However, when the attacker adopts a differential attack mode from the back to the front of the plaintext pixel, the location mapping relationship of the permutation algorithm before and after the encryption can still be obtained, that is, the equivalent key of the permutation can be obtained. 2. During the diffusion process, the Zhang's algorithm changes the coefficient α to a non-fixed value generated by the key. However, there are also flaws in this way. The attacker can use the differential attack method to eliminate the item cs(n + 1) × 10 10 , and get an equation with only one unknown number, and finally the value of α can be obtained by solving the equation. After getting the value of α, the value of cs(n + 1) × 10 10 other than cs(n + 1) × 10 10 are obtained by the method of zero-matrix encryption. Finally, the equivalent key of the diffusion process can be obtained. This will give you all the pixel values except for the first pixel in the plain image. 3. In the Zhang's algorithm, an attempt is made to use the flip permutation to achieve the encryption of the first pixel. However, after the corresponding pixel position map is solved, this encryption effect is not valid, and the first pixel value of plain image can be obtained by Eq. (1). 4. In the Zhang's algorithm, when cracking a round of encryption machine, the secret key of the whole algorithm can be obtained, which obviously reduces the security of the algorithm.
B. CRACKING ZHANG'S ALGORITHM
For the shortcomings and vulnerabilities of the Zhang's algorithm obtained in Section IIIA, the specific cracking process is given below. Because the Zhang's algorithm adopts the method of first diffusion and then permutation, we need to first crack the permutation process and then crack the diffusion process.
1) PERMUTATION CRACKING
The essence of permutation is a one-to-one mapping of the position of each pixel of the plain image to the pixel location of the ciphered image. If the position of each pixel of the plain image is regarded as X , the position of each pixel of the ciphered image is regarded as Y . Then we can get Eq. (2).
In Eq. (2), Per denotes this position mapping relationship, and i, n ∈ [1, rank], j, m ∈ [1, column], where rank and column denote the number of length and width of the image. If we get this position mapping relationship, we can get the equivalent key of the permutation algorithm.
In the Zhang's algorithm, flip permutation and Arnold permutation are performed continuously. In other words, it can be equivalent to one permutation process. As long as this pixel position mapping relationship is obtained, the flip permutation and Arnold permutation of the Zhang's algorithm can be cracked. Specific process is as Algorithm: Permutation cracking. Fig. (2) is a cracking flowchart of the permutation process. Finally, 8 groups of pixel position mapping relationships Col 1→8 , Ran 1→8 are obtained, and thus the equivalent key of the permutation and the Arnold permutation is obtained. In order to explain the cracking principle more clearly, the fol-VOLUME 7, 2019
Algorithm: Permutation cracking
Input:
The image P0 whose pixels are all 0, Col 1→8 and Ran 1→8 with null initial value Output: Col 1→8 and Ran 1→8 which are 8 groups of bit position map relationship. Process:
, which means finding the pixel position with different pixel values.
lowing takes the position change of a certain bit of pixel of the plain image as an example, and the cracking process is specifically demonstrated in Fig. (3) . The solid dots in black in Fig. (3) indicate the changed bit.
2) DIFFUSION CRACKING
In the Zhang's algorithm, the diffusion is based on the diffusion Eq. (3). There are two unknowns α and cs(n+1)×10 10 in Eq. (3). So if we can crack the two unknowns, we can get the equivalent key of the diffusion process. The cracking process is shown in Fig. (4) and the specific process is as Algorithm: Permutation cracking.
Input:
Equivalent position map of permutation Ran k , Col k , the image P0 and P1, diffusion formula Eq. (3).
Output: α, cs(n + 1) × 10 10 , where 0 ≤ n ≤ rank × column Process:
Step 1: Encrypt P0 and P1 to obtain C0 and C1. Step 2: Use Ran t , Col t to decrypt C0 and C1, then we can obtain the diffused P0 called CZ0 and the diffused P1 called CZ1.
Step 3: Bring P0 and CZ0 into Eq. (3) to obtain Eq. (4), bring P1 and CZ1 into Eq. (3) to obtain Eq. (5).
Step 4: Transform Eq. (4) into Eq. (6), transform Eq. (5) into Eq. (7). Let Eq. (8) = Eq. (7) − Eq. (6). In Eq. (8), cs(n + 1) × 10 10 will be eliminated.
Step 5: In Eq. (8), CZ1, CZ0, P0 and P1 are all known. Only α is unknown. For α, α ∈ [3.96, 4] and the precision of α is 1000, so α ∈ [3.960, 4.000]. Obviously, it only takes a small amount of calculation to get the value of α.
Step 6: Bring the value of α into Eq. (4). According to Ref. [24] , cs(n + 1) × 10 10 can be obtained except for cs(1) × 10 10 . Then we can obtain most of pixels except for the first pixel in the plain image.
Step 7: For the first pixel of plain image, we can use the exhaustive method to try all the values between [0, 255] to get the first pixel.
CZ 0(n + 1) = P0(n) ⊕ ((1000 × α × (CZ 0(n)/1000) × (1 − CZ 0(n)/1000)) + (cs(n + 1) × 10 10 )) mod 256).
CZ 1(n + 1) 
CZ 1(n + 1) ⊕ P1(n) + 256 × t = (1000 × α × (CZ 1(n)/1000) × (1 − CZ 1(n)/1000)) + (cs(n + 1) × 10 10 )).
× (1 − CZ 0(n)/1000)) + (cs(n + 1) × 10 10 ))) mod 256.
3) THE OVERALL PROCESS
The above completes the cracking of the image encryption process of the Zhang's algorithm, that is to say, the equivalent key or key of the algorithm for one round of encryption includes Col 1→ , Ran 1→8 , α, cs(n + 1) × 10 10 . For multiple rounds of image encryption, in the Zhang's algorithm, since the key used for each round of image encryption is identical, that is, once a round of encrypted keys is obtained, its multiple rounds of encryption will be cracked.
IV. IMPROVED ALGORITHM
Combined with the above vulnerability analysis and algorithmic cracking. Further improvements to the Zhang's algorithm are given below. VOLUME 7, 2019
1. Combining the Zhu's algorithm and Zhang's algorithm, it can be known whether it is first diffusion and then permutation or first permutation and then diffusion, the permutation of the algorithm is not resistant to differential attacks. That is to say, under one round of encryption, there is no hiddenness in the permutation, and the security of the algorithm depends entirely on the diffusion. In the process of diffusion, cs(n + 1) × 10 10 item can be cracked by differential attack. α can be cracked by exhaustive method in the little precision. In order to enhance the difficulty of cracking, on the one hand, the precision of α can be improved, and on the other hand, the number of unknowns in the diffusion formula can be increased. So we can use the following diffusion formula:
in Eq. (9), there are unknown terms α and β, and their precision is 10 14 , so when the exhaustive method is used, the complexity of the algorithm is 10 28 ≈ 2 93 , which is much higher than 10 3 in the original algorithm. At this time, α and β are impossible to obtain by the exhaustive method, and it is even less likely to obtain the values of cs(n + 1) × 10 10 . 2. In the Zhang's algorithm, once the key or the equivalent key of the encryption machine is obtained, the multiround encryption of the algorithm can be cracked. Obviously this is not safe. Therefore, in order to ensure that the security of the algorithm can grow exponentially with the increase of the number of encryption rounds, it is necessary to ensure that the key of each round of encryption is different. Specifically, the encryption process is as follows: Input: Plain image P, the given secret key K of length 276 bits, the given encryption rounds l.
Output: Ciphered image C. Process:
Step 1: The key K is converted into the parameters p 1 , q 1 , p 2 , q 2 , p 3 , q 3 , p 4 , q 4 , p 5 , q 5 required for the diffusion Arnold permutation and the parameters c(0), c (1) , cs(0), α, β, µ required for the diffusion according to Eq. (10) and Eq. (11) .
(10)
Step 2: Convert the plain image into a pixel stream, and the diffusion formula Eq. (9) is used to obtain image D.
Step 3: Split the image D into 5 groups, including
Step 4 Step 5: If the number of encryption rounds is less than l, the key K is cyclically shifted to the right by one bit and the first step is returned. If the number of encryption rounds is equal to l, the encryption ends and the final ciphered C is output.
The decryption process is as follows: Input: Ciphered image C, secret key K , encryption rounds l. Output: Plain image P. Process:
Step 1: Cycle the key K to the right by l − 1.
Step 2: Convert K to the coefficients required for diffusion and permutation according to Eq. (10) and Eq. (11).
Step 3: Divide the ciphered C into 5 groups and permute the 5 groups of images with the Arnold permutation algorithm. The process is reversed with encryption. The permuted images are combined into an image D.
Step 4: Use diffusion formula Eq. (12) to diffuse D, where the process is contrary to encryption. The image P is obtained.
P(n)
Step 5: If the number of decryption rounds is less than 1, the key K is cyclically shifted to the left by one bit and the second step is returned. If the number of decryption rounds is equal to 1, the decryption ends and the plain P is obtained.
Because of the one-way diffusion used in this paper, if only one round of permutation and diffusion is used for encryption, the algorithm's anti-chosen plaintext attack is difficult VOLUME 7, 2019 to achieve the best state. Therefore, choose two rounds of encryption here to ensure that the diffusion is fully carried out. Fig. 5 shows the encryption and decryption of gray images, from which it can be found that it is difficult to found the valid information from the ciphered images.Intuitively, the improved encryption performs well.
V. PERFORMANCE ANALYSIS A. SIMULATION RESULTS
B. STATISTICAL ANALYSIS
Statistical analysis refers to visually characterizing the encryption effect through the distribution of pixels in the ciphered image. Generally speaking, the more uniform the pixel distribution of a ciphered image, the less effective information an attacker can intuitively perceive from the ciphered image, and the more secure the information the sender wants to convey. Figs. 6(a)-(c) show the histograms of the plain Lena, Baboon and Elaine. Obviously, the histograms of all the plain images is not uniform. Figs. 6(d)-(f) show the histograms of their ciphered images respectively. It can be seen that the distribution frequency of each pixel is almost equal, so it is difficult to obtain effective statistical information. In order to further analyze the distribution of pixels, the Information entropy H and χ 2 test are introduced here. They are defined in Eqs. (13) and (14):
In the Eq. (13), p(s i ) denotes the frequency of occurrence of pixel s i , and the maximum value of H is 8. The closer H is to 8, the more uniform the pixel distribution is. In the Eq. (14), v i represents the frequency of occurrence of pixel i, v denotes the average frequency of all pixels and is set to (m × n)/256 (where m and n is the height and width of the image, respectively). Table 1 and Table 2 respectively show the information entropy H and x 2 tests of the improved algorithm. Obviously, the pixel distribution of all ciphered images perform well. 
C. ROBUSTNESS ANALYSIS
During the transmission process, the channel may be affected by noise, which may cause the loss of ciphered information to some extent. In order to prevent this, it is necessary to ensure that the encrypted image has a certain resistance to noise. In addition, the image may also affected by the network environment during transmission. When an image is sent as a data stream, part of the information may be lost. Therefore, the ciphered image is required to have a certain anti-interference ability. Suppose the ciphered Baboon loses some information during transmission (as shown in Fig. 7(b) and the missing part is indicated in black). When Fig. 7(b) is received, and then use the proposed algorithm to decrypt it to get Fig. 7(c) . The missing part is evenly distributed in the whole image through decryption algorithm, which reduces the impact of information loss.
D. ANTI-CHOSEN-PLAINTEXT ATTACK ANALYSIS
According to the previous analysis, the strength of an encryption algorithm against chosen-plaintext attack can be represented by the sensitivity to the change of plaintext information. Specifically, take the 512 × 512 Peppers image (as shown in Fig. 8(a) ) as an example, we add 1 to the (1, 1) pixel, (256, 256) pixel and (511, 511) pixel respectively, and then encrypt them using the same key to obtain the encrypted images bc1, bc2 and bc3 (as shown in Figs. 9(a)-(c) ). The difference between ciphered Peppers (as shown in Fig. 8(b) ) and three encrypted images are shown in Figs. 9(d)-(f) . Then, we use the NPCR and UACI to describe the differences. They are defined in Eqs. (15) and (16): where C 1 and C 2 denote two ciphered images, m and n are the height and width of the images, respectively. When NPCR reaches approximately 99.6% and UACI reaches approximately 33.4%, the difference between the two images is the biggest [4] . Table 3 lists NPCR and UACI in these three cases, and it can be seen that the proposed algorithm after two-round encryption has good ability to resist chosen-plaintext attack.
E. ANTI-BRUTE-FORCE ATTACK ANALYSIS
Brute-force attack is the last way an attacker can not crack an encryption algorithm after using a series of cryptographic analysis methods. This method finds the correct secret key by exhausting all possible keys within a limited key space. Therefore, the ability of an algorithm to resist brute-force attack can be measured by the key space. As can be seen from the previous encryption and decryption process, the key is 276-bit binary, so the key space is 2 276 , which is much larger than the security key space 2 128 . It means that the proposed algorithm has good anti-brute-force attack ability.
VI. CONCLUSION
Based on the analysis of flaws the Zhang's algorithm existing. First, this paper cracked the permutation process of Zhang's algorithm under a round of encryption by chosen-plaintext attack, and obtained the equivalent secret key of the permutation process. Then, through the differential attack to obtain the value of α and the equivalent key of interfere term of diffusion. Further, the key for each round of Zhang's encryption is constant, so multiple rounds of encryptions have also been cracked. Based on the crack of the Zhang's algorithm, this paper presents an improved algorithm. On the one hand, it strengthens the ability to resist brute-force attack under a round of encryption, on the other hand, through the strategy of secret key cyclic shift, the security of the algorithm under two rounds of encryption is greatly improved. 
